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When COTS Electronics Aren’t Enough

The first wave of COTS e ectronics operating in rugged environments
began more than fifteen years ago when both Prime Contractors and the
Government realized that data centers, whether on aNavy vessd orina
corporate office, had much in common. Initialy the environment wasa
challenge, asthose who have adapted COTS modulesto passMIL-S
901 shock testing well know. Today the technology to addressthese
needs has developed to the extent that using COTS for naval applica
tionsis now common.

The success of adapting COTS to these extended environments has
spurred program offices and prime contractors to explore how to extend
COTSto wherethereis either an environmenta challenge or a special-
ized form factor challenge that goes beyond off-the-shelf solutions.

How can COTSelectronics be exploited for very harsh environments
such asan armored vehicle, for avionics, or for deployment to space?

How can a COTS product be reformatted to fit an existing space on a
legacy platform?

How can suppliers be leveraged to extend the affordability, flexibility
and upgradability benefits of COTSto combat system projects and other
mission critical prograns?

The final answers are different for each program, but begin with an eval-
uation of the COTS landscape.

With more than 20 years of defense/military experience, SKY
Computers believes that the next wave of COTS goeswell beyond just
supplying apoint product. Today’s COTS includes business flexihility
and partnering to meet modified form factor, ruggedization and unique
packaging requirements. When appropriate, the partnership extendsto
licensing intellectual property. Acomplete lifecycle approach only
begins with the off-the-shelf development system -- it extends to pack-
aging the fundamental COTS design specifically for the application.
SKY Computersis one of the only companiesin its class who hasthe
experience and flexibility to explore the mission application needs
beyond the point product approach.

But before a COTS, repackaging, or licensing decisonismade, let's
look at how COTS electronics are being exploited for harsh environ-
ments and let’ slook at the advantages and potentid pitfallsinvolved in
the evaluation process.

COTS Electronics Migrates to Rugged Environments

The COTS eectronicsindustry grew up based upon the industry stan-
dardswhich alow interoperability between modules built by different
vendors. Standards such as VM Ebus and CompactPCl allow companies
to supply components that will interconnect, alowing a supplier to build
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avariety of different subsystems. This building block approach applies not only to electronic modules, but also
to the software and devel opment tools.

One of the biggest advantages of COTS eectronicsisthe ability for asystem integrator to procure hardware, a
software devel opment toolkit, and an operating system off the shelf. Thisallowstheintegrator to focustheir
time and effort on writing the mission applications software, rather than designing and debugging infrastructure
software such as O/S's, device drivers, and debuggers. Continuous development, upgrade, and maintenance of
the COTS products by the COTS vendor relievesthe integrator of the these tasks over thelife of the system.

The COTS industry is sufficiently devel oped that, if asystem can be configured with COTS modules, it gener-
dly is. The advantagesto the systemsintegrator are well known, and include QAI (quick application imple-
mentation), and reduced risk.

Standards for el ectronics have evolved to include standard levels of component and system ruggedization that
are offered by many COTSvendors.  Stiffening schemesto provide increased vibration tolerances, and parts
that withstand extremes of temperature, and humidity are all commercialy available to electronic module ven-
dorsto build rugged versions at the component, board, and subsystem levels. In addition to COTS, ready to
run in abenign environment; rugged COT Sis ready to run in some extended temperature, vibration, and
humidity environments. Unfortunately, specialized requirements and unique constraints sometimes preclude
the use of COTS modules.

Requirements that include any of the following criteria usually mean that COTS modules are not an option:
* Retrofit of an existing chassis that uses a proprietary card format g
 Application unique interfaces not supported by COTS industry A
* Specialized cooling techniques

» Confined spaces such as pylon/pod mounting on aircraft

« Unique assembly or quality assurance requirements

* Exceptiona shock or vibration environment

In these cases, a COTS solution istypicaly disqudified, and acus- Fighter jets typically require specialized form factors beyond

tom design appearsto be the only remaining option. Thereare ~ "ose supplied commercialy.

other approaches, however. For some mission application requirements, the COTS dectronics module may be
reformatted by redesigning e ements of the hardware, while preserving the available software infrastructure for

themodule. Thisapproach has significant advantagesin affordability, flexibility, upgradability, risk mitigation,
and time to implementation, over launching adevelopment initiative. Reformatted solutions can often be inte-

grated much more rapidly and cost effectively than a custom design due to the following factors:

» The COTS module offers a proven Reference Design for the hardware that greatly reduces devel opment time,
cost and risk. In most cases, the COTS hardware design can be used essentially asiswith new partitioning and
printed circuit layouts.

* Parallel development efforts can beinitiated by using the standard COTS modules to develop new application
software while the Reference Design is being repackaged.  Schedules can be reduced by having software and
hardware design proceed in paralldl.

* Wide deployment of COTS devel opment tools means that |ess time will be spent devel oping a software
infrastructure and debugging the environment, while more time will be focused on critical mission applica-
tions software development.
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* Asmost COTS modules are periodicaly updated and maintained by the COTS vendor, maintenance of the
reformatted design is simplified by leveraging design updates for software patches or component obsolescence
initiated by the COTS vendor. Technology insertion and maintenance costs are reduced.

* Applications software designed for the COTS module can be ported, with minimd effort, to the repackaged
hardware platform. Software for the COTS module is preserved including device drivers and board support

packages.

What Are the Options? Make It or Buy It?

The redlization that an existing COTS solution with guaranteed environmenta performance or speciaized form
factor isnot available off the shelf usualy triggers an analysis of the options by theintegrator. However, there
are additiona aternatives to the smple make or buy decision for COTS eectronics.

* In some gpplications, integrators have chosen a hybrid approach where COTS or rugged COT S electronics
are built into environments with interfaces or enclosures designed to give the COTS solution greater tolerance
to the environment.

* In other applications, the COTSrugged COTS supplier has reformatted or repackaged the e ectronics modules
to fit the program requirements.

« Applications with extreme conditions and/or security have licensed the COT S technology to achieve both
objectives.

Given that a suitable COTS product with the necessary functiona characterigticsis available, the smplest
option isto redesign the hardware into a suitable form factor, while preserving the application programming
interface. For COTS vendors that possess the necessary expertise in rugged hardware design, and have services
to support the effort, this option is most efficient asthe COTS vendor isin theideal position to redesign one of
their own exigting products with aminimum of effort and risk.

When the COTS vendor is unwilling or unable to perform the redesign work, or where the application demands
specidized processes or security measures, the integrator can perform the repackaging with their own
resources. Inthiscase, licensng the design from a COTS vendor minimizes schedule and risk factors.
Technology licensing combines the advantages of COTS with the necessity of a custom design for some appli-
cations. Not al COTS designs can be successfully or economicaly be repackaged in acustom form factor.
When electing to license an exigting COTS design, the integrator should consider the risk factorsin performing
therepackaging. Thingsto consider include:

« |sthe basic design robust enough to work in the rugged environment? Has the basic design ever been quali-
fied to work over the necessary temperature ranges in the past?

» Will it be possible to sdlect functionally compatible wide temperature range components that meet the envi-
ronmental requirements?

« Will the COTS vendor support the effort with their expertise and software source code? Can the COTS ven-
dor verify compatibility with existing software?

* Canthe existing COT S vendor’ stest processes and software be integrated into the new module' s manufactur-
ing flow?
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Evaluating COTS Vendors for Repackaging, Reformatting and Technology Transfers

There are many COTS e ectronics vendors, and some of these suppliers offer standard levels of ruggedization.
However, few vendors are willing to extend mission application requirements outside of their standard form
factors, or are willing to share their intellectual property. Animportant eement in vendor selection is choosing
the supplier(s) who do this astheir standard of doing business, not just as an exception. Whether the COTS
vendor doesthe design work, or the design islicensed by the integrator, form factor repackaging demands
multi-disciplinary strengthsin engineering. During the evaluation, the following check list of packaging capa-
bilities identifies the critical competencies that must be present either with the COTS vendor or the integrator
undertaking the work.

[J Component Selection

When the semiconductor industry made military temperature range components, component sel ection was easy.
Today, without those parts, selecting wide temperature range components will help, but ultimately, the hardware
designer isfaced with selecting components which are purely commercia, but are either known to work over a
wide temperature range, or can be qualified to do so. Making the right choice requires the focus and expertise
of people who do this 100% of the time.

[J Thermal Management

Successful qualification testing depends on paying close attention to the management of temperature extremes.
Where a PC uses amicrofan to cool the microprocessor, operation at 50,000 feet usually means conduction
cooling, pressurization, or even spray cooling. Design for optimum therma management is a science that
requires extensive knowledge of the ultimate platform requirements and of each component of the system.

[0 Component Placement

Extreme shock and vibration level s can sometimes be managed at the rack and chassislevel, asis commonly
done as ahybrid implementation in nava applications. In most cases however, the ultimate limiting factor in
survival isthe resonant frequency of the printed circuit assemblies, and the consequent movement of the boards
under vibration loads. Experienced designers maintain maximum gtiffness and minimum weight, while careful-
ly deciding where to put fragile BGA packages.

[J Component Retention

In commercia designs, thereis usualy little consideration given to the insidious effects of random vibration.
Experienced designers know that the reliability of an electronic moduleis partly influenced by the reliability of
the solder joints and the plated through holesin the printed circuit. Thesearein turn influenced by their mechan-
ical topology, but ultimately, how much the solder joints are flexed by vibration, aswell asthermd cycling.
Experts focused on these considerations determine the survivability of the modules.

[J Thermal Coefficients

Some commercia hardware designers are surprised to learn that a design can be over stressed with the power
off smply by cycling temperatures between the extreme low and high that the module will experiencein stor-
age. When a COTS supplier isbuilding a module for a mission application consideration must be given to the
effect of differencesin thermal coefficient of expansion for dissimilar materials which are bonded together.

[ Connectors/Cabling

Commercid cabling solutions suffer from mechanical fragility aswell asalack of resistanceto corrosive
amosphere and fluid contamination. Systems designed for exposure to high levels of random vibration or
NBC decontamination procedures must consider the connector selection and cabling solution as critica points
of falurein testing.
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[0 Test Procedures

Some vendors use Highly Accelerated Life Testing (HALT) or Highly
Accdlerated Stress Screening (HASS) techniques as part of the design
verification cycle. Few subject adesign to test proceduresintended to
verify operation of the system well outside of itsintended operating
environment, or perform 100% testing over temperature and vibration as
amilitary supplier would.

[0 Derating

Aclassic approach to maximizing the first pass success rates for anew
hardware design isto derate the timing parameters and fanout values.
Rather than using the commercia semiconductor vendor specifications
for apart, the designer will ensure that a design can tolerate a component
operating outside of its minimum/maximum timing parameter ranges.

Engineering and Re-engineering Focus

Beyond these criticd skills, COTS and Rugged COTS suppliers can pro-
vide maximum focus to engineer the repackaged solution. By assem-
bling ateam of full-time, high-level expertsin packaging technologies,
physics, computer design, system analysis, production engineering and
instrumentation the advantages of COTS can be redlized for the most
demanding mission application requirements.

Choose SKY Computers, Inc.

SKY Computers has been aleading innovator of high density computer
boards and systems for more than 20 years. In that time, the Company
has fielded numerous COT S € ectronics products which have found suc-
cessin the demanding fields of medical imaging, industrial inspection,
and in more than 30 defense and military programs.  Thelast three
product generations have included rugged versions for extended temper-
ature, vibration, and humidity. Every new SKY product is 100% soft-
ware compatible with its predecessors to minimize lifecycle software
maintenance costs. SKY'’'s computer experts have repackaged COTS
solutionsfor harsh underwater applications, in speciaized form factors
for bomb detection systems, and have entered co-devel opment efforts
with customers.

SKY Computers' capabilities go well beyond the vendor expertise
checklist above. SKYisasubsdiary of Anaogic Corporation, amulti-
national $300M company built on engineering innovation and invention.
With in-house, gate-of-the-art manufacturing capabilities, prototypes can
be built in days, not months; and full production runs of 1,500 boards per
day can meet the most demanding schedules. Full compliance, regulato-
ry, quality, and environmenta testing push every product to failure to be
sure it meets any/all operational demands. With 25% of our workforce
devoted to engineering, the expertsat SKY and Anaogic mark their
tenure in decades, not months or years — atestament to the Company’s
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SKY Repackages SKYstation for
Submarine Detection and Classification

SKY was chosen by ORINCON Corporation
in Washington, D.C., to supply the computer
engine for the DARPASituationally Adaptive
Sonar Technologies (SAST) sonar signal pro-
cessing system for the detection and classifi-
cation of submarines.

SKY was selected as the development and
target platform for the program based on the
strength and compatibility of its products.
SAST uses multiple SKYcards in a small
rugged VME chassis suitable for shipboard
use with real-time sonar data input over an
FDDI link.

SKY repackaged its SCSI-II product to pro-
vide a small, powerful, standalone signal pro-
cessing computer for use in an autonomous
system. The modification includes a repack-
aging to fit the mission application space, self-
hosting capability, and battery power.
Software compatibility is maintained thus it is
easy to change and upgrade new algorithms
from the laboratory hardware to field systems.

“The SASTprogram represents an excellent
growth opportunity for SKY. The program
already has committed to a substantial pur-
chase of SKYproducts; in addition, solid per-
formance in this environment is likely to lead
to additional DARPAand Navy business,” said
Harry Cox, program director at ORINCON.
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culture of innovation and invention. SK'Y brings recognized expertsin
their field together for each development initiative.

SKY Extended COTS Program

Extended COTSis SKY Computers Reformatting/Repackaging and
Technology Transfer program. Put the SKY expertsto the test with
your next program chalenge. Together, we can realize the affordabili-
ty, flexibility, and upgradability benefits of COTS. SKYbeginswith a
thorough eva uation of the program requirements including operationa
objectives, upgrade and retrofit plans, and supportability goals across
thelife of the platform. Next, our experts go to work designing the
optimal solution to the objectives. Once the designs are approved,
manufacturing can begin, either in our state-of-the-art facilities, or the
designs can be licensed for outside manufacturing. Simultaneoudly,
application software development can begin using astandard COTS
subsystem. The concurrent engineering process brings the program to
fruition faster than an iterative process. Ongoing upgrades and support
programs are built into the original design, ensuring complete applica
tion flexibility, upgradability and cast minimization.

Meet with SKY today to review the Extended COTS program.
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SKY Repackages SKYbolt for
Firefinder Radar

The Grumman Corporation selected
SKY’ compute engine for the electronics
upgrade to the U.S. Armys Firefinder
counterbattery radar system. The SKY
board was used to improve Firefinder's
detection probabilities, false location rate
and projectile classification rate.

Through a technology transfer effort with
SKY and Radstone, Grumman upgraded
radar installations in the U.S. over a two-
year period. The U.S. Army has also sold
Firefinder counterbattery radar systems to
a variety of friendly foreign governments.
Grumman expects to generate additional
contracts from foreign upgrades in coun-
tries such as Sweden and Korea.

Firefinder is a ground-based, front-line
radar system that locates hostile artillery
units and directs counterfire against them.
Under the contract from the U.S. Army
Communications and Electronics
Command, Grumman, supported by the
SKY board, will improve Firefinder's mobil-
ity effective range and responsiveness to
threats.

According to Walter Steck, Grumman’s
program manager for Firefinder, “This pro-
gram clearly demonstrates the benefits of
COTS technology. We have reduced the
size of the radar processing unit by a fac-
tor of four while taking advantage of the
fastest processing power available on the
market.

“Furthermore, SKY’s price/performance
leadership, commitment to standards and
sophisticated software tools ensure we
can take the technology developed for
Firefinder beyond its original market. The
ability to transfer technology will not only
allow us to maximize the return on our
development investment, but more impor-
tantly will give Grumman a distinct com-
petitive edge on future programs that
demand this type of compute capability.”
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